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10:20 - 10:35 UNCOVER project Vaila Leask
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10:35 - 10:55 TATE project Andrew Staniforth
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HOUSEKEEPING
RULES

The session will be entirely recorded and published 
on the NOTIONES project website.

All participants except speakers and moderators will be 
muted by default.

Feel free to post your questionsions in the chat.

If you would like to speak, raise your hand and wait 
for the moderator to give you the floor.
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KEY OBJECTIVES
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Elicitation of the needs 
of intelligence and 

security practitioners.

Promote interaction of 
technology providers 

and academy with 
intelligence and security 

practitioners.

Identification of novel 
technologies relevant 

for practitioners through 
research monitoring.

Periodically publish a 
report, which 

summarise findings in 
order to orientate future 

research project 
programming.

Ensure the commitment 
and involvement of new 
organisations in the pan-

European NOTIONES 
network.
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GAPS AND CHALLENGES

Audit and 
assessment

• Emerging needs and 
challenges 

• A detailed report on 
constraints, needs and 
requirements

Review 

of technologies

• Review of 
technologies and 
tools

Analysis of technology-
enabled terrorist 

threats

• Analysis of terrorist 
threats with an 
emphasis on 
identified emerging 
technologies

Monitoring of 
innovation

• Survey of emerging 
technologies to 
highlight opportunities 
and threats for LEAs 

Interaction 
with industry 
and academia

• Exchange between 
intelligence and 
security practitioners

Catalogue of 
solutions

• Definition of 
requirements, 
standardization needs, 
technological priorities 
and recommendations 

1

2

3

4

5

6
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Emerging terrorist 

threats

Electric 

autonomous 

vehicles 

Crypto 

currencies

3-D printing

Wind and solar 

energy farms

Robotics in 

health services 

and human care 

services

Bio engineering

Steganography

Quantum 

computing

VR

NOTIONES APPROACH 
TO STUDY TERRORIST 
PROCESS



STEGANALYSIS

(Gaps and Challenges)

Lack of skills No consistently 
available tools 

(a maze of regulations and 
laws) 

No unified approach

(unmet needs) 

(unlikely to realize that a 

hidden file exists)

RELATED GAPS AND 
CHALLENGES
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Questions & Answers
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The problem

Solving the problem → the solution:

How do we do it? Details & conclusion
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Structure
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secret.txt



The problem
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Image + message
Original image 

(no message)

THE IMAGES LOOK THE SAME!



The problem: illicit uses
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Criminals, Terrorists SpiesMalware

Steganography

• Hiding communication between 

criminals/terrorists

• Cyber espionage, information leakage

• Hiding criminal activities (e.g. child pornography)

• Malware (hiding code, C&C-server addresses,…)



The problem: law enforcement perspective
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CHALLENGES



Solving the problem: starting point

NOTIONES

• 8000+ repositories

• ~400 applications 

with little to no 

information about 

them



The Solution
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The development of an efficient steganalysis framework 
for uncovering hidden information in digital media. 



The Solution: How do we do it?
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The Solution: Shortlist
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External LEAs 

opinions

Most popular 

tools on internet 

presented to 

LEAs

SHORTLIST

Internal LEAs 

opinions
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Description of KPI Planned value Reached value at M18

No. steganographic tools collected & analysed >150 >2000

No. steganographic tools examined (source code analysis, reverse engineering, signature extraction) >30 4

No. tools developed to enhance steganalysis detectors >15
4 release candidates,  10 more 

tools in development

Creation of training and validation sets of cover media:

• Number of raw image files 

• Number of audio files 

• Number of video files

• Number of text files

≥50 000

≥10 000

≥10 000

≥10 000

Image files:  > 100 k

Audio files:  > 500 k

Text files:   > 2000 k

No. test cases/scenario provided for the evaluation >10 12

Workshops, webinars and project presentations:

• for stakeholders. Aim: present, test and refine training materials.

• for LEAs and forensic specialists. Aim: understand basic steganalysis concepts.

• for LEAs, citizens, scientific & research community, citizens, policy makers & public institutions. Aim:

raising awareness.

≥5

≥10

1 (workplan defined for 2023)

31

Steganalysis contest: “Operational UNCOVER Challenge”

Target group: Scientific & research community, but experienced practitioners (within the LEA and forensic

community)

• Number of competitors participating in the contest ≥ 50
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UNCOVER: The development of an efficient steganalysis 

framework for uncovering hidden information in digital media.

Vaila Leask, Rémi Cogranne, Dirk Borghys, Helena Bruyninckx

DOI: 10.1145/3538969.3544468



The problem - STEGANOGRAPHY

The solution - UNCOVER

How do we do it?

NOTIONES

Conclusion

Combined efforts from LEAs, research partners and 
forensic institutes all following end-user, ethical, legal 
and CoC requirements through a feedback loop until 

the final product is complete.



Thank you for listening!
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Tackling Terrorist Content Online –
Tech Against Terrorism Europe (TATE)

TATE is funded by the European 
Union Internal Security Fund 
(ISFP-2021-AG-TCO-101080101)

Andrew Staniforth | Director of Innovation | SAHER (Europe) | TATE Project Coordinator

NOTIONES & UNCOVER | The Use of Social Networks for Terrorist Purposes

17th February 2023
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Delivered by Coordinated by Consortium partners Funded by

Tech Against Terrorism Europe (TATE) 

❖ Internal Security Fund (ISFP-2021-AG-TCO-101080101)
❖ 24 month duration (January 2023 – December 2024)
❖ 7 partners from 5 EU MS & 2 from the UK
❖ 1 of 3 projects to be funded under the 2021 TCO call
❖ Partner projects include FRISCO and ALLIES

TATE is funded by the European 
Union Internal Security Fund 
(ISFP-2021-AG-TCO-101080101)



Delivered by Coordinated by Consortium partners Funded by

Tech Against Terrorism Europe (TATE)

TATE aims to support smaller hosting services providers (HSPs) in preventing terrorist actors 
from disseminating terrorist content as defined in the EU’s terrorist content online (TCO) 
regulation and in Directive (EU)2017/54 by: 

1) increasing the capacity for consortium partners to deliver HSP support programme; 
2) identifying priority at-risk platforms to target support mechanisms; 
3) increasing HSP understanding of TCO regulation and best practice implementation and; 
4) Support HSPs in the practical implementation of the TCO regulation 

TATE is funded by the European 
Union Internal Security Fund 
(ISFP-2021-AG-TCO-101080101)



Delivered by Coordinated by Consortium partners Funded by

TATE is funded by the European 
Union Internal Security Fund 
(ISFP-2021-AG-TCO-101080101)

www.tate-project.eu
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Expert.ai

Ciro Caterino
Senior SW Engineer / Expert.ai
ccaterino@expert.ai

NLP solutions for terrorism usage of social media
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Description of the organisation
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Expert.ai

Expert.ai turns language into data so teams can make better decisions. Our solutions and low code LangOps 
platform helps teams automate their language-intensive processes and find the ‘signal through the noise’ to 
deliver actionable insights and recommendations. Combining symbolic and machine learning, our Hybrid AI 
approach delivers the highest degree of accuracy, explainability, and flexibility in a responsible and 
sustainable way.

We have 300+ proven deployments of natural language solutions across insurance, financial services and 
media leveraging our expert.ai Platform technology. Our platform and solutions are built with out of the box 
knowledge models to make you ‘smarter from the start’ and get to production faster. Our Hybrid AI and 
natural language understanding (NLU) approach accelerates the development of highly accurate, custom, 
and easily explainable natural language solutions.



INTERNAL

Cooperation idea
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Searching for organizations and application cases

Expert.ai is continously looking for cooperations in the fields of crime/cyber-crime, terrorism/cyber-
terrorism, security and counter-crimes/terrorism, with all the interested actors (LEAs, intelligence, 
Ministries, etc…). Also, many other domains are welcome (health, big-data, banking/financing, social 
media, etc…).

In particular, it’s important to underline the contribution that agencies and government organizations 
could provide in terms of business/study cases, datasets, events and so on.
In this context, Expert.ai is able to provide rule based and AI based solutions.
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Financed Projects Group’s Vision

Expert.ai is open for cooperating with all companies/organizations/public administrations that are searching 
for cooperations. We are able to provide support and team playing with a large kind of partners, technicals, 
academycs, administratives, solutions providers, study case requesters.

Our vision is projected towards a shared growth, in which each actor contributes to bring its expertise to 
build innovative solutions together, in various fields of application (crime/terrorism, health, big-data, etc…).

For us, the good outcome of each partnership is to create a demo/poc/methodology/prototype for 
addressing one ore more issues of the real world.
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Expertise offer    1/3
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Expert.ai Business Core

Expert.ai has its main core in the textual contents analysis. We are able to transform unstructured data in 
structured, by applying NLP/NLU techniques.
Our analysis engines are mainly rule based, even if during last years we are experimenting AI techniques for 
extracting the same entities and topics, and they can be used for the analysis of all kind of texts, included
social media (OSINT).
Our systems are exploited by intelligence, security, law agencies, mainly in Italy, Europe, USA.

Main analysis can be performed on textual documents:

Extraction -> the operation of finding entites whitin the text; example of extracted entities can be ‘people’, 
‘places’, ‘organizations’, but also domain specific entities (Text Mining).

Categorization -> recognizing main topics of a whole document; topics are used for classifying a document
regarding its content, and come from well-known or customized taxonomies (or even ontologies) related to 
the domain of each project.

Writeprint -> extraction of stylometryc features, that can be used for ML purposes
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Social media and terrorism purposes

Based in our experience gained through the partecipation to European projects and cooperation with 
law/intelligence agencies, Expert.ai has found the following main areas of usage of the Social Media by the 
terrorists:

TERRORISM NARRATIVES 
and PROPAGANDA 

TERRORISM FUNDING -> 
ILLEGAL TRAFFICKINGS 

TERRORISM FUNDING -> 
FAKE CHARITIES
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Expert.ai solutions

During the work whitin European projects such as CICERO, DANTE, ANITA, Expert.ai provided the following 
analysis/solutions:

TERRORISM 
NARRATIVES and 

PROPAGANDA

The analysis phase has regarded almost 
80000 documents crawled from web and 
social media, for three different types of 
extremisms: Islamist, Far-Right and Far-

Left.

Example of results (categories): 
“group identity”

“spirituality / religious topics”
“anger”

“racism, hatred, repulsion”
“recruitment and radicalization”

“antifascism”
“politics / governments”

“action” 

TERRORISM FUNDING -> 
ILLEGAL TRAFFICKINGS

Social media are very often used for 
disseminating and publishing black markets 
on dark web and illegal traffickings of drugs 

and weapons. A good example is Reddit, 
considered a bridge between dark and 

surface webs. Gains of such criminal 
activities are very often used for terrorism 

fundings.

Through the activities of crawling, 
extraction/writeprint and analysis of data 
(semantic reasoning) coming from these 

socials, during ANITA project we found an 
example of this relation:

REDDIT nickname: “elcolombiano”
Active in BLACK MARKETS: DreamMarket, 

Dutch, SilkRoad, Sheep

TERRORISM FUNDING -> 
FAKE CHARITIES

Some websites and social media 
discussions disseminate fake charity 

companies/websites. Expert.AI trained a 
model, based on stylometryc features, for 

trying to recognize such cases. We 
performed both ML and Deep Learning.

ML: With a dataset of 6000 documents for 
training and 2000 for testing -> 85% 

accuracy (Logistic)

NN: 10200 training docs + 1800 for testing 
(4 hidden layers and 100 epochs) -> 91% 

accuracy 
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WEBSITE
https://www.expert.ai/
https://www.expert.ai/contact-us/?

Vincenzo Masucci| European Financed Projects Director - Branch Manager at Expert.ai Naples 
Via Nuova Poggioreale, Centro Polif. Inail , tower 7°, floor 10°, 80143 Napoli, Italy
Tel: +39 081 6586702 | Mobile +39 3389361039 | Email: vmasucc@expert.ai
http://it.linkedin.com/pub/vincenzo-masucci

Ciro Caterino | Senior SW Engineer
Via Nuova Poggioreale 60L Napoli, 80100, Italy
Email: ccaterino@expert.ai
LinkedIn: https://www.linkedin.com/in/ciro-caterino-44844b43

mailto:vmasucc@expert.ai
http://it.linkedin.com/pub/vincenzo-masucci/14/278/362
mailto:ccaterino@expert.ai
https://www.linkedin.com/in/user
https://www.linkedin.com/in/ciro-caterino-44844b43
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IPS S.P.A.

Michele De Masi
Business Development / IPS S.P.A.
m.demasi@ips-intelligence.com

OSINT and Steganography - MEDUSA® Approach
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IPS – The Company

IPS is global supplier of Cyber Intelligence technology and solutions for government.
The company is based in Italy and is specialized in designing products in the domain of Lawful Interception,
Open Source Intelligence, Internet Monitoring, Electronic Surveillance and Maritime Intelligence.

o Private and independent company
o 30+ years experience in tech arena
o 100+ LEAs served worldwide
o 150+ employees
o Focus on IT, Networking and Cyber
o In-house development of core solutions
o Know-how transfer

IPS in Numbers:

o 6 branches in Italy;
o Projects in around 30 countries in the world;
o Thousands of Law Enforcement and Security 

Agencies users worldwide.
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MEDUSA® Approach

Steganography is a method of concealing a hidden message
within regular files. Due to their innocence, these files serve
as hidden communication carriers;

Today Steganography is used by Criminals and Terrorists all
over the world, particularly through the Social Media (Digital
Steganography) as a covert conduit to communicate hidden
messages, in particular through Image and Text
Steganography;

For National Security reasons, Governments must equip
themselves with suitable solutions, among which using
OSINT tools to quickly map and analyze Social Media;

MEDUSA® is the most performing platform to gather and
analyze digital data from Social Media, Web, Dark Web,
Forums and Closed Database;

MEDUSA® - once the input data (Image, Text, Emoji...) is
fixed - is able to provide the results that include the
searched elements as immediate output.

PILLAR

PROBLEM

OSINT

MEDUSA

OUTPUT



INTERNAL

Expertise request

NOTIONES

There are two main issues:

o in Digital Steganography there are language barriers (e.g. slang or emoji) and the problem generated by the sharing
of non-text data (e.g. images) that are difficult to read;

o the large amount of data that must be analyzed to search for hidden messages makes the task very complex;

MEDUSA® manages to address these issues:

o is equipped with the Analysis Function, which operates on text as well as multimedia contents (images, emoji, etc.)
by applying sophisticated AI and ML algorithms;

o is capable of Link Analysis, OCR, collecting Big Data and analyzing related multimedia contents, allowing to set the
basis of a StegAnalysis structure.
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Solutions Portfolio

▪ Big Data Analysis
▪ Targets Profiling
▪ Public Opinion
▪ AI-driven analytics
▪ Virtual Humint Ops

Open Source & Social 
Media Intelligence

▪ DPI 10/40/100 Gbps
▪ Metadata Extraction

& Analysis
▪ Data Retention
▪ IP Sessions 

Rendering

IP Monitoring - DPI

▪ Multi Sensor fusion 
▪ Vessel Traffic 

Monitoring
▪ Situation Awareness  
▪ Anomalies Detection
▪ AI-driven alerts

Maritime Intelligence

▪ Technical 
Surveillance

▪ Audio, Video, GPS 
tracking

▪ Situation Awareness
▪ Tactical Covert Ops

Command & Control 
Center

Data Fusion Projects
Collection and analysis of data from various technologies to extract meaningful information and 

metadata necessary to successfully accomplish surveillance needs

Lawful Interception

▪ 5G/4G/3G/2G calls
▪ IP Decoding
▪ Target Positioning
▪ Advanced Investigative 

and Forensic Tools
▪ Voice Biometrics
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Via Monticello, 7 - 04011 Aprilia (LT) - ITALIA

Tel. +39-06.92710.500 (r.a.)

Web: www.ips-intelligence.com

E-mail: info@ips-intelligence.com

Dott. Michele DE MASI

Tel. +39 334 2 28 26 29

E-mail: m.demasi@ips-intelligence.com

http://www.ips-intelligence.com/
mailto:info@ips-intelligence.com
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Questions & Answers
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Project website https://www.notiones.eu
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Twitter account |  https://twitter.com/NOTIONES_EU
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LinkedIn account |  https://www.linkedin.com/in/notiones-project-93aa22224/
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Thank you for your attention!
Contact us, get involved, stay updated:

office@notiones.eu

www.notiones.eu

@NOTIONES_EU

NOTIONES
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